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Lecture 1. Linux. Main objects. Command-line interface.

Bash shell.

Lecture 2. Programming in Linux. Compilers, linkers,

debuggers. Profiling in Linux.

Lecture 3. Programming in Linux. Working with memory, files,

processes.

Lecture 4. Applications and packages in Linux. Building

and installing.

Lecture 5. Clusters - architecture, parallel programs.

Lecture 6. Graphical interfaces. Parallel program visualization.

Lecture 7. Main notions of computer security. Legal, economical

and psychological issues. Legal, administrative, operational

and technical levels of providing security.

Lectures 8-9. Mathematical apparatus for computer system modeling:

graphs, finite automata, Turing machines.

Lectures 10-11. Mathematical models of secure systems.

Take-grant model. Automata models. Non-interference.

Lectures 12-13. Cryptographic services: encryption, digital

signature, hashing, pseudo-random number generation.

Lecture 14. Identification and authentication - the problem

and possible solutions.

Lecture 15. Intrusion detection and prevention - the problem,

system architecture and analysis algorithms.

Lecture 16. Computer system compromising - a survey.

